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Abstract—Cryptocurrencies such as Bitcoin and Ethereum
achieve decentralized payment by maintaining a globally dis-
tributed and append-only ledger. Recently, several researchers
have sought to achieve privacy-preserving auditing, which is a
crucial function for scenarios that require regulatory compliance,
for decentralized payment systems. However, those proposed
schemes usually cost much time for the cooperation between the
auditor and the user due to leveraging complex cryptographic
tools such as zero-knowledge proof. To tackle the problem,
we present T-PPA, a privacy-preserving decentralized payment
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system, which provides customizable and efficient auditability
by leveraging trusted execution environments (TEEs). T-PPA
demands the auditor construct audit programs based on request
and execute them in the TEE to protect the privacy of trans-
actions. Then, identity-based encryption (IBE) is employed to
construct the separation of power between the agency nodes and
the auditor and to protect the privacy of transactions out of
TEE. The experimental results show that T-PPA can achieve
privacy-preserving audits with acceptable overhead.

Index Terms—Auditable, Blockchain, Confidential transac-
tions, Decentralized payment system, Trusted execution environ-
ments

I. INTRODUCTION

Cryptocurrencies such as Bitcoin [1] and Ethereum [2]
implement decentralized peer-to-peer payment by maintain-
ing an append-only public ledger. However, Bitcoin-like and
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Ethereum-like cryptocurrencies record all transactions in the
public ledger, which could breach the privacy of the users.
While those cryptocurrencies provide pseudonym (i.e., it is
unlinkable between account addresses and real identities) to
alleviate the problem, some researchers have proved that
associating account addresses with real identities is feasible
[3].

As a result of the issue, a number of proposals to improve
privacy have been proposed, including novel cryptocurrencies
with privacy guarantees (e.g., Zcash [4] and Monero [5]) and
privacy-enhancing schemes for existing cryptocurrencies (e.g.,
CoinJoin [6] and TumbleBit [7]). However, strong privacy
guarantees provide malicious users the ability to engage in
criminal behavior (e.g., money laundering or tax evasion).
A feasible solution is providing the audit functions in those
privacy-preserving decentralized payment systems. For exam-
ple, in some financial institutions, the designated auditors
frequently check the accuracy of corporate statements using
transaction information from banks.

Recently, a number of audit schemes [8]–[12] have been
proposed for privacy-preserving decentralized payment sys-
tems. However, they triggered concerns on several issues. First,
some works rely on the centralized auditor, which takes charge
of excessive power. For example, the centralized auditor in
Zcash extension [8] always knows the transaction amounts and
can arbitrarily reveal the real identity of users. Second, those
schemes only provide limited audit functions, which cannot
support complex scenarios. In PRCash [10], the auditor only
audits the single transaction (e.g., the amount of a transaction),
but the fact that statistical audits on multiple transactions
are also significant. Third, poor efficiency is also a common
problem. Some schemes [11], [12] achieve privacy-preserving
audit using complex cryptographic tools (e.g., zero-knowledge
proof), which result in poor efficiency. Thus, designing a
privacy-preserving decentralized payment system that supports
customizable and efficient auditability remains a challenge.

In this paper, we present T-PPA1, a privacy-preserving
decentralized payment system, which provides customizable
and efficient auditability. In T-PPA, we employ a set of
agency nodes to confidentially verify transactions in their
trusted execution environments (TEEs). All agency nodes
are in a distributed setting and cooperate to maintain user
accounts using a TEE-based consensus algorithm (e.g., Proof
of Luck [13]). All certified transactions are encrypted by the
TEEs and synchronized to a blockchain network for future
audits. A TEE-enabled auditor is introduced to customize
the audit programs and execute it in the TEE. All the audit
programs are publicly verifiable because of the remote attes-
tation mechanism provided by TEE. Moreover, we employ
the identity-based encryption (IBE) to protect the privacy of
transactions that are out of TEEs. The auditor maintains the
master key in its TEE and generates the private keys for the
agency nodes. The agency nodes serve their unique identity

1T-PPA is a TEE-based Privacy-preserving decentralized Payment system
with Auditability.

strings as the public key to encrypt transactions in their TEEs.
In this case, the agency nodes only takes charge of verifying
transactions but can not obtain all transactions for auditing.
The auditor is in opposite power. Thus, IBE constructs the
separation of power between the agency nodes and the auditor.
Our key contributions in this paper are as follows:

• We present a privacy-preserving decentralized payment
system T-PPA which can provide customizable and
efficient auditability by relying on TEE.

• We employ IBE to construct the separation of power
between the agency nodes and the auditor. The scheme
protects the privacy of transactions that are out of TEE
and ensures the auditor is accessible to confidential
transactions.

• We give the security analysis and performance evalua-
tion of T-PPA. The results illustrate the feasibility and
effectiveness of our scheme.

The rest of this paper is organized as follows. In section II,
we introduce the related work. We give a brief overview of
the bilinear maps, blockchain, identity-based encryption, and
TEE in section III. In section IV, we define the system model,
design goals, and the basic audit functions. In section V,
we present the design of our scheme. In section VI, we
demonstrate that our scheme achieves privacy and security.
In section VII, we carry out experiments to evaluate the
computing overhead in our scheme. The results show that
our scheme is efficient. We finally present the conclusion in
section VIII.

II. RELATED WORK

In this section, we review some related works, including
distributed payment systems with auditability and the TEE-
based scheme in the blockchain area.

A. Distributed Payment Systems with Auditability

Recently, some works offer auditability in the decentral-
ized payment systems (i.e., using a common public ledger)
with privacy guarantees. Zcash extension [8] is designed to
insert auxiliary information into tokens to achieve transaction
accountability. However, the scheme employs a centralized
auditor and inherits the limitations of Zcash. Monero extension
[9] also uses a centralized auditor to implement accountability,
which is similar to the Zcash extension scheme. PRCash
[10] achieves accountability based on the transaction limit. In
PRCash, a centralized regulator issues anonymous credentials
to users and checks the users’ transaction amounts. If a user’s
transaction amount exceeds the limit, the regulator will reject
the transaction. Users can voluntarily remove the transaction
limit by approaching the regulator for de-anonymizing. How-
ever, PRCash only provides limited audit functions. zkLedger
[11] proposes a two-dimensional table-based architecture to
enable various types of interactive auditing. zkLedger provides
confidential auditing based on the interactive zero-knowledge
proof protocol between users and auditors. However, the
zero-knowledge proof protocol adds additional storage and
computational costs, which leads to poor efficiency. Moreover,
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the two-dimensional table architecture will incur low scala-
bility. MiniLedger [12] also uses the two-dimensional table
architecture and achieves the transaction pruning to improve
scalability. However, MiniLedger employs the RSA accumu-
lators, which involves a trusted setup and extra overhead.

B. TEE-Based Schemes for Privacy-Preserving Payment

TEE technology is used to enhance the confidentiality of
payment in the blockchain area [14] in recent years. Obscuro
[15] is a centralized mixer scheme to implement the privacy-
preserving payment. The scheme employs a TEE-enabled
mixer to execute the secure mix operations. BITE [16] is a
lightweight scheme for Bitcoin, which uses the TEE-based full
node to improve the privacy of transactions. Moreover, some
works [17]–[19] are dedicated to protecting the privacy of
smart contact in the blockchain-based payment systems, e.g.,
Ethereum. However, there was no existing effort to implement
a confidential payment with auditability.

III. PRELIMINARIES

In this section, we first review the definition of the bilin-
ear pairing and then describe the identity-based encryption,
blockchain, and trusted execution environments.

A. Bilinear Pairing

Given two cyclic groups G1 and GT with large prime order
q. Let g1 be a generator of G1, and g2 be a generator of GT .
Then a cryptographic bilinear map is defined as e: G1×G1 →
GT . The bilinear map need to satisfy three properties:

1) Bilinear: for ∀P,Q ∈ G1 and ∀x, y ∈ Z∗
q , e(P x, Qy) =

e(P,Q)xy;
2) Non-degenerate: ∃g1 ∈ G1, then e(g1, g1) 6= 1;
3) Computable: the map e can be computed efficiently.

B. Identity-Based Encryption

In 1984, Shamir [20] proposed the concept of identity-based
encryption (IBE), which enables encrypting a message with
users’ identities instead of the random strings generated by
the key generator. We implement our scheme based on the
well-known IBE scheme proposed by Boneh et al. [21].

In IBE, a user’s unique identity string (e.g., such as phone
numbers or emails) can be regarded as the public key. IBE
requires a trusted third party, called the key generation center
(KGC), to provide key generation services for users. Before
encrypting the message, a user needs to provide his identity
to the KGC for registering, and the KGC will calculate a pair
of public and private keys for the user using its master private
and public keys. When sending a confidential message, the
user needs no certificate but the receiver’s identity (i.e., the
receiver’s public key) to encrypt messages, which eliminates
the computation and storage overhead with certificates.

C. Blockchain

Blockchain was originally presented by Satoshi [1] to solve
the consensus problem in a distributed network. Blockchain
implements the characteristics of tamper-proof, decentraliza-
tion and transparency, and has attracted a great deal of
attention from researchers. Based on different access per-
mission, existing blockchains can be classified into public
blockchains, private blockchains, and consortium blockchains.
Public blockchains are completely decentralized, and the data
on the chains is publicly accessible. Private blockchains are
not decentralized because of a clear hierarchy of permissions
settings. In the paper, we focus on the consortium blockchain,
which is a hybrid form of public and private blockchains.
In consortium blockchains, a small number of nodes is em-
ployed as validators to verify the transaction from user nodes.
When new nodes join a consortium blockchain, they need
to be authorized by the validators. Consortium blockchains
are useful in some situations, such as several institutions deal
transactions or share information to each other. Hyperledger
Fabric [22] is one of the most famous consortium blockchain,
which is widely used in enterprise use cases. In this paper, we
implement our scheme based on it.

Hyperledger Fabric is a permissioned blockchain platform
that provides secure interactions between a group of entities
and helps them to handle disputes. It supports the flexibility
to fit particular use cases or trust models because of pluggable
consensus protocols. Thus, we consider the certain consensus
protocol in this paper. Moreover, Fabric also provides the pri-
vate data and channel architecture to achieve the confidential
transaction.

D. Trusted Execution Environments

TEE technologies, such as ARM TrustZone [23] and In-
tel software guard extensions (SGX) [24], provide a secure
processing environment, which guarantees confidentiality and
integrity of code and data. We implement our scheme based
on SGX since TrustZone is more popular on mobile devices.

SGX provides the secure processing environment called
enclave in the SGX-enabled platform. The enclave is pro-
tected by some hardware modules and can prevent malicious
roles even the privileged software (e.g., kernel, hypervisor)
from breaking the confidentiality of internal programs. SGX
provides the remote attestation mechanism to prove that the
certain code is running in an enclave of a real SGX-enabled
platform. Moreover, the remote attestation mechanism can
help the remote party securely communicate with the enclave.
Specifically, a remote party can establish a secure channel with
an enclave by the key exchange protocols (e.g., authenticated
Diffie-Hellman protocol [25]) in the user custom field of
remote attestation protocols.

IV. SYSTEM MODEL AND GOALS

A. System Model

As shown in Fig. 1, this paper proposes a novel privacy-
preserving decentralized payment system T-PPA which in-
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volves five parties: Users, T-Agency Nodes (TANs), T-Auditor
(TA), Audit Requester (AR), and Blockchain Network.

Users. In our scheme, users can be arbitrary individuals or
organizations, which want to transfer to others. All users can
act as the senders or receivers of transactions. Each user should
register their account with a TAN before the transaction.

T-Agency Nodes (TANs). Each TAN should provide the
TEE to verify the transaction requests from users and generate
the encrypted transaction. All of the TANs form a peer-to-peer
network and cooperate to maintain the identity and account of
users.

T-Auditor (TA). The TA also supports the TEE and
executes the secure audit process in it. By observing the
blockchain, TA can obtain the relevant transactions. TA should
run a setup to generate the public parameters in the system
initialization stage. Moreover, the TA authenticates the identity
of each TAN and generates private keys for them.

Audit Requesters (ARs). An AR is the benefit correlation
person of some transactions. When someone conflicts their
interest with others, AR sends the audit request to the TA.

Blockchain Network. The blockchain network is formed
from a number of nodes, who cooperate to perform the con-
sensus algorithm in the system and maintain the blockchain.
The nodes can behave as miners to receive transactions from
some TANs.

According to Fig. 1, T-PPA consists of three phases. In
phase I (1-3), TA first generates public parameters and master
private key, and generates private keys for TANs. Then,
the user registers with one TAN for an account under the
confirmation. TAN will maintain the account in the TEE and
synchronize the account to the other TANs. In phase II (4-
6), when a user sends a transaction request to a TAN, the
TAN first authenticates the account of the user. The TAN then
verifies the transaction and encrypts it with its private key.
The TAN final synchronizes the encrypted transaction to the
blockchain network. In phase III (8-12), when the TA receives
an audit request from an AR, he/she first constructs the TEE
code based on the request. Any parties can verify the TEE code
using the remote attestation mechanism. Then, the TA searches
the related transactions from the blockchain and executes the
TEE code inside the TEE to audit those transactions. Finally,
the TA will return the audit result to the AR.

B. Design Goals

We aim to employ the TEE technology to protect the
privacy of transactions in the audit process. In this section, we
consider the two aspects of our scheme, which are performance
and security. For performance, our scheme demands that the
audit process is practiced and only induces an acceptable
computation cost. For security, we assume that the TEE
is trusted, and it will execute the protocol according to a
predetermined program (without considering factors such as
side-channel attacks). Our scheme ensures privacy in the audit
process, which implements the privacy goals as follows:

• Value privacy: If all of the TEE-based nodes are non-
compromised, the transaction value is unknown to the
adversary in the audit process.

• Sender privacy: If all of the TEE-based nodes are non-
compromised, the sender identity is unknown to the
adversary in the audit process.

• Receiver privacy: If all of the TEE-based nodes are non-
compromised, the receiver identity is unknown to the
adversary in the audit process.

Furthermore, this paper assumes that all actors in the system
communicate securely with each other by hiding their network
information, such as using the Tor anonymity network [26].
The anonymity network is a significant scheme to prevent the
malicious controllers of TANs from eroding the sender privacy.
Specifically, a TEE relies on the operating system, which is
controlled by the untrusted controller, to run communication
operations. A malicious controller can observe the source
address of a transaction request and confirm the sender of
the transaction. Tor anonymity network can hide the source
addresses of the IP packages, therefore, the sender privacy
can be protected.

The controller of a TEE controls the hardware and software
out of the TEE (e.g., the disk and the operating system),
particularly the TEE relies on the operating system to run
communication operations. In this case, all the messages
between the TEE and other parties are forwarded by the
controller. Thus, when users send transactions to a TAN,
the malicious controller of the TAN can observe the source
addresses and erode the sender privacy. Tor anonymity network
can prevent adversaries from learning the source addresses of
the IP packages in the network layer. In our scheme, when a
user sends a transaction to a TAN, he/she must employ Tor
to hide the source. Then, the controller of the TAN cannot
learn who sends the transaction, therefore, the sender privacy
is protected. We have added the details to explain the effect
of Tor in paragraph 2 of section IV-B.

C. Basic Audit Functions

To understand the audit process of our scheme, we list the
basic audit functions in Table I, which can be classified into
two types, i.e., the value and the identity. Specifically, F1 can
reveal the exact value of a transaction, while F2 only confirms
whether the value of a transaction is kept within reasonable
bounds. F3 and F4 reveal the identities of the sender and
receiver in a transaction, respectively. Moreover, F5 can verify
whether the user is a participant in a transaction. We only
implement those basic audit functions in a TEE instance (i.e.,
SGX), but note that based on these basic audit functions, we
can construct any more complex audit functions. All of the
audit functions will be executed in plaintext speedily in the
TEE and the confidentiality will be maintained by the TEE.

V. T-PPA DESIGN

In this section, we present the design of T-PPA. We first
provide a high-level overview of T-PPA and then describe the
protocol in detail.
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Fig. 1. System model

TABLE I
BASIC ADUIT FUNCTIONS

Number Audit Type Function Description

F1 Value Transaction Value Value of the certain transaction
F2 Value Transaction Value Limit Value range of the certain transaction
F3 Identity Sender Identity Sender identity of the certain transaction
F4 Identity Receiver Identity Receiver identity of the certain transaction
F5 Identity Participation/Non-participation Whether the certain user participates in the

certain transaction

A. Overview

T-PPA comprises three stages, (1) initialization (phase I):
the TA initializes the system parameters and users register
accounts; (2) authenticated transaction upload (phase II):
users generate the transactions and TANs synchronize to
the blockchain network, and (3) privacy-preserving auditing
(phase III): the TA performs the privacy-preserving audit
process. Especially, TA and TANs execute the trusted code
in their enclaves, and other parties will verify the credibility
and establish the secure channel with them using the remote
attestation mechanism, as mentioned in section III-D. More-
over, we give the definitions of symbols used in our protocol
in Table II.

B. Initialization

In the beginning, the TA generates public parameters for
building an IBE system in the TEE. The public parame-
ters are generated as follows. Two cyclic groups of prime
order p are denoted as G1 and GT , respectively, and g is
a generator of G1. Then a bilinear map e is defined as
G1 × G1 → GT . Let H1 : {0, 1}∗ → G1 be the hash
function that maps a string data to an element in G1, and
let H2 : G1 → Z∗

q be another hash function that maps an
element in G1 to an element in Z∗

q . The TA chooses a value
x ∈ Z∗

q and a generator P ∈ G1 randomly. Then, TA regards
x as the master private key msk and calculates the master
public key mpk = xP . It is worth noticing that the mpk
is publicly visible to all parties. Then, TANs publish their
IDs = {id1, id2, · · · , idn}, respectively, which n represents

TABLE II
DESCRIPTION OF SYMBOLS

Symbol Description

msk The master private key holded by TA
mpk The master public key
ski The private key of TANi

SKs The set of all TANs’ private keys
idi The ID of TANi

IDs The set of all TANs’ IDs
Useri The identity information of useri
k<useri,TANi> The symmetric key between useri and TANi’s TEE
k<AR,TA> The symmetric key between AR and TA’s TEE
bali The balance of useri
v The value of a transaction
sen The sender of a transaction
rec The receiver of a transaction
Tx The plaintext of a transaction
Txenc The ciphertext of a transaction
x, r The random numbers
P The random generator
⊕ The bitwise-and operator
Tag The basic information of the transaction
T A time period
vlimit The limit value of a transaction
nlimit The limit number of transactions one account can

transfer in a time period
vthres The threshold of transactions one account can trans-

fer in a time period

the number of TANs. TA constructs the private key in the
TEE for each TAN, specifically, the private key of TANi is
ski = xH1(idi). Finally, TA store all the private keys in the
TEE, which are noted as SKs = {sk1, sk2, · · · , skn}. When
useri wants to register an account with TANi, useri must verify
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the TEE of TANi to guarantee the correctness and exchange
a symmetric key k<useri,TANi> with the TEE using remote
attestation as mentioned in section III-D. Then, useri registers
with the TEE of TANi by its identity information Useri, and
the TEE then creates an account for the user and initializes the
balance bali . The TAN then synchronizes users’ states with
other TANs in their TEEs by the secure channels. Note that
the TEE-based consensus algorithm (e.g., Proof of Luck [13])
can be used to synchronize status between TEEs.

C. Authenticated Transaction Upload

To make a payment, useri first encrypts the Tx =
{sen, rec, v} with symmetric key k<useri,TANi>, and then
sends the encrypted transaction Txenc to the TANi, where sen
and rec are the sender and receiver respectively, and v is the
amount of the payment to be transferred. Note that any TAN
can be used because of the synchronized information. The
TAN then verifies the account of the user (e.g., user’s identity
and account balance) and whether the transaction is legal
(e.g., transaction limits) in its TEE. Specifically, we consider
that transactions should be verified to ensure compliance with
counter-terrorist financing and anti-money laws. For example,
many countries or institutions limit each user’s transaction
amount of the cryptocurrency at a time or over a period of
time (e.g., Financial Crimes Enforcement Network inspects
the transactions over $1000 in the US, and some exchanges
such as Huobi and Binance also propose a restriction on the
amount of transactions one account per day). To cater the
requirements, we list the validation policies in our scheme
as follows:

• Legal identity: All users need to register themselves with
a TAN by their identity information in the initialization
phase. Thus, the TAN will verify the user’s identity Useri
is legal.

• Legal balance: The transaction is only performed when
the user has a sufficient balance. Thus, the TAN will
verify the transaction value v is less than or equal to
the user’s balance bal.

• Legal transaction value: The value of a transaction an
account can transfer is limited to vlimit. Thus, the TAN
will verify the transaction value v is less than vlimit.

• Legal transaction number: The number of a transaction
an account can transfer in the time period T is limited
to nlimit. Thus, the TAN will verify the account transfer
the number is less than nlimit in the time period T .

• Legal transaction threshold: The total amount of trans-
action an account can transfer in the time period T is
limited to vthres. Thus, the TAN will verify the account
transfer the amount is less than vthres in the time period
T .

If the transaction has been validated, the TAN will encrypt
the transaction using its private key in the TEE, i.e., Txenc =<
rP, Tx ⊕ H2(g

r
id) >, where r is a random value from Z∗

q

and grid = e(H1(idi),mpk). Meanwhile, the TAN needs to
generate the tag Tag for the transaction, which represents
basic information such as the timestamp, index, and ID of the

TAN. Finally, the TAN synchronizes users’ states with other
TANs in their TEEs by the secure channels, and uploads the
tuple (Tag, Txenc) to the blockchain network.

Algorithm 1: Privacy-preserving auditing
Input:
The audit request Request =
{sen, rec, v, T, statement};
The key of TA’s TEE ktee;
The set of transactions TX = {Tx0, · · · , Txi};
Output:
The result of audit result;

1 TA’s TEE:
2 for each element e ∈ Request do
3 if e 6= statement then
4 eenc := Encrypt(e, ktee);
5 else
6 return;
7 end
8 end
9 send Requestenc =
{senenc, recenc, venc, Tenc, statement} to TA;

10 TA:
11 construct the audit program Audit(TX);
12 perform the remote attestation with the auditor;
13 load Audit(TX) in the TEE;

14 TA’s TEE:
15 for i = 0, each transaction Txenc over a period of

time T do
16 if Tag is related to sen and rec then
17 Txi := Decrypt(Txenc, sk);
18 i++;
19 else
20 return;
21 end
22 end
23 result := Audit(TX);
24 return result;

D. Privacy-Preserving Auditing

For any transaction in the blockchain, T-PPA can per-
form efficient, privacy-preserving auditing and will not re-
veal the confidential information of transactions. Algo-
rithm 1 describes the privacy-preserving auditing process.
When an AR wants to audit one or more transactions in
the blockchain, he/she first encrypts a specific audit request
Request = {sen, rec, v, T, statement} with the symmetric
key k<AR,TA>, where sen and rec are the sender and receiver
respectively, and v is the amount related to the audit goal, T
represents a period of time used to confirm relevant trans-
actions in the blockchain, and statement determines logic
audit. For example, a statement can be set as “whether the
sender transferred value to the receiver over a period of time?”.
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When the TEE of the TA receives the encrypted audit request
Requestenc from an AR, it first authenticates the identity of
the AR. After authentication, the TEE returns the audit request
to the TA in a privacy-preserving form. A privacy-preserving
audit request manifests the audit logic without the informa-
tion about identity, value, and time. For example, a privacy-
preserving audit request is “whether senenc transferred venc
to recenc over a period of time Tenc?”, where senenc, venc,
recenc and Tenc are encrypted by the TEE. Then, the TA
needs to construct a TEE code to implement the audit. We
implemented all the basic audit functions (F1-F5) mentioned
in section IV-C in the instance of the TA, thus the TA can
construct the audit program based on the privacy-preserving
audit request and the basic audit functions. Generally, most
complex audit functions can be completed by the combination
of the basic audit functions. Exceptionally, some complicated
audit functions will require TA to encode the new trusted
code in the TEE. In this case, other parties need to verify the
credibility of the new trusted code using the remote attestation
mechanism.

After constructing the audit program in the TEE, the AR
needs to perform a remote attestation on the TEE to ensure
the trustworthiness of the audit program. Then, the TEE
will request the relevant transactions from the blockchain.
All of the audit processes need to decrypt the ciphertext
transactions in the TEE. Specifically, when TA decrypts a
ciphertext transaction, it first need to search the source of the
transaction, i.e., the ID of the TAN, and gets the corresponding
private key ski. Let the ciphertext transaction Txenc =<
rP, Tx ⊕ H2(g

r
id) > as Txenc = (U, V ), i.e., V = rP

and U = Tx ⊕ H2(g
r
id). Then, TA computes the plaintext

transaction Tx = V ⊕H2(e(idi, U)). Based on the plaintext
transaction, TA can execute the audit operations and response
the specific audit request.

VI. SECURITY ANALYSIS

In this section, we first show how our scheme achieves all
the privacy goals proposed in section IV-B. Then, we analyze
the influence of TEE termination.

Value Privacy. T-PPA can protect value privacy in two
situations: 1) when verifying the transactions, the transaction
value is hidden from the TANs; 2) when auditing the transac-
tions, the transaction value is hidden from the TA. During the
authenticated transaction upload stage, the user transactions
are verified by the TAN in the TEE. The user trusts the
TEE but does not trust the controller of the TEE. Therefore
the user first performs the remote authentication to ensure
the trustworthiness of the TEE and then sends the encrypted
transaction request to the TAN. The TEE will decrypt the
request and verify it. The controller cannot decrypt the request,
so the privacy of the value can be protected. Similarly, the
audit programs loaded in the TA’s TEE also will be verified
by others, and the encrypted transactions also can be decrypted
by the TA’s TEE. Therefore, value privacy can be protected in
the privacy-preserving auditing stage.

Sender Privacy and Receiver Privacy. We preserve the
sender and receiver privacy, when the transactions are stored
in both blockchains or are loaded in TEEs. On the one hand,
the transactions in the blockchain are encrypted to hinder the
identity of the sender and receiver from the others and the
encrypted. On the other hand, the encrypted transactions only
can be decrypted by the TEEs, which ensures the controllers
of TEEs can not reveal confidential information in the trans-
actions. Therefore, T-PPA can protect the identity privacy of
the sender and receiver at the authenticated transaction upload
stage and privacy-preserving auditing stage.

TEE Termination. Unexpected TEE failures or even ma-
licious shutdown by the controller of TEE may result in
negative effects. However, most TEE technologies can not
protect against such termination. There are two affected roles:
TANs and TA. In TANs, TEEs are responsible for verifying
users’ transactions. If one of the TANs breaks down, it will
only invalidate the payment and will not incur the loss of users’
money. Users can select another TAN in the future, because
of the distributed deployment of TAN. If the TA breaks down,
it will only invalidate the audit functions because TA is only
responsible for performing the transaction audit. To relieve
the loss of functionality, an available scheme is deploying the
distributed design, which can be the future research.

VII. PERFORMANCE EVALUATION

We implement T-PPA based on Intel SGX to evaluate its
efficiency. Especially, the parties (i.e., the Users, the TANs, the
TA) in our scheme run on the PC with Ubuntu 16.04 LTS op-
erating system, a 3.60 GHz Intel(R) Core(TM) CPU i3-9100F,
and 16GB RAM. We perform the audit program in an enclave
provided by the SGX. Moreover, we run the other programs
in the normal memory, especially install Hyperledger Fabric
client and instantiate both prover and certifier chaincodes on
all the peer nodes.

We implemented the audit functions with different basic
audit functions (F1-F5) mentioned in section IV-C. Note that
users can construct any more complex audit function by com-
bining basic audit functions. Fig. 2 illustrates the computation
time of basic audit functions with different numbers of the
related transactions. We fixed the size of a transaction to 250
bytes (maintaining the similar size as Bitcoin) and set the
TAN’s ID (i.e., TAN’s public key) to “abcdefg”. The figure
shows that the computation time of all audit functions grows
linearly as the number of audited transactions. Especially, the
Participation/Non-Participation (F5) audit induces a heavier
computation time overhead than other audits due to it contains
more complex judgments involving expensive computation.

We also compare the performance with the zkLedger [11],
which implements the privacy-preserving audit schemes based
on the zero-knowledge proof. Specifically, we test the compu-
tation time of auditing the transaction amount from one user
to another in a period of time using both schemes. We set the
different numbers of transactions (the size of a transaction
is fixed to 250 bytes) to simulate different time periods.
In our scheme, we perform the basic audit functions F2 to
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Fig. 2. The computation overhead of different audit functions.

Fig. 3. The performance comparison between T-PPA and zkLedger.

implement the audits. In zkLedger, the performance overhead
is linearly for increases in the number of participants. In order
to facilitate comparison, we set the number of participants
as five in zkLedger. The result in Fig. 3 shows that the
computation time of both schemes increases linearly with the
numbers of transactions, but T-PPA achieves a relatively low
overhead. This is because zkLedger needs to execute complex
cryptographic algorithms (i.e., zero-knowledge proof).

To evaluate how the use of SGX affects performance, we
implemented basic audit functions in the enclave and out of the
enclave and fixed the size of audited transactions to 10 MB.
We performed the different audit functions in the enclave and
the normal memory, and compare the computation overhead in
Fig. 4. The result indicates that performing audit functions in
the enclave needs slightly more time than performing them in
the normal memory. This is caused by the additional schedul-
ing operations in the enclave, which commit to protecting
confidentiality and integrity. Fortunately, all audit functions
in the enclave are limited to the microsecond level, thus the
scheme is a practical solution to protect the privacy of the
audit process.

Fig. 4. The computation overhead of different audit functions with different
execution environments.

VIII. CONCLUSION

In this paper, we have presented T-PPA, a privacy-
preserving decentralized payment system, which provides
more efficient auditability than the state-of-the-art by leverag-
ing trusted execution environments. The identity-based encryp-
tion scheme makes T-PPA highly efficient in processing the
audit process. We have analyzed the performance and security
of T-PPA, and implemented T-PPA based on Hyperledger
Fabric source code. Experiment results showed that T-PPA
is highly efficient in the audit process, and it provides high
privacy-preserving for the transaction. Though T-PPA adopts
the permissioned blockchain, its design can be easily extended
to permissionless blockchains.
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