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Abstract—With the emergence of concepts such as Metaverse
and Web 3.0, digital identity plays a very important role as one of
its infrastructures. The traditional digital identity model is no
longer suitable for the requirements of the digital economy to some
extent at this stage. The traditional centralized identity
management system has many drawbacks. For example, the
owner of the digital identity does not actually control his own
identity, and there is a risk of easy disclosure and theft of identity
information. Blockchain technology has the characteristics of
decentralization, tamper-proof, traceability, etc., which can
effectively solve the problems of centralized digital identity. After
analyzing and summarizing the evolution trend of digital identity
from centralization to decentralization, this paper focuses on the
Self-Sovereign Identity (SSI) based on blockchain. Based on the
analysis and comparison of various SSI implementation schemes,
the development difficulties of blockchain digital identity are
summarized and the future development direction is pointed out.

Keywords—digital identity; blockchain; decentralization; self-
sovereign identity

L INTRODUCTION

In the current era of big data, and even in the future
metaverse era, people pay more and more attention to privacy
protection, so the trusted interoperability of identity and related
credentials has become an urgent need [1]. But as people
become more involved in the network, more and more frequent
and major user data security incidents inevitably make people
worry about their privacy and property security. For example, in
2018, Facebook broke out a data breach [2], and the privacy of
nearly 50 million user data controlled by Facebook was leaked;
in 2020, the election application developed by Likud Group was
misconfigured and more than 6.5 million personal information
of Israeli citizens were exposed. These large-scale data leakage
incidents pose a great threat to the privacy and security of users.
Users' personal information is not under the control of users
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themselves, and the frequent occurrence of various identity
problems such as the abuse of users' real identity information
without authorization has exposed the importance of user digital
identity management, and there is an urgent need for security
protection of user identity information.

The International Organization for Standardization [3]
defines identity as "the set of attributes associated with an entity"
(ISO/IEC 24760-1). Digital identity is the identity we present on
the internet with information and numbers. Its core is to prove
"I am me" by providing and verifying identity information. The
main links of digital identity management include identity
owner registration identity, identity provider issuing identity,
identity relying party verifying identity, and management of
identity information and data. At present, the traditional
centralized model is widely used in daily life, but there is a risk
that identity information is easily leaked and stolen, because the
user's identity is controlled by centralized organization, and the
user has no control over personal identity data.

With the characteristics of decentralization, multi-party
consensus, transparency, tamper-proof and traceability [4],
blockchain technology provides a credible solution for the
security transformation of digital identity. The decentralized
identity management scheme based on blockchain technology
has the characteristics of distributed data storage, point-to-point
transmission, encryption security, consensus confirmation, etc.,
which can effectively solve the problems of identity verification
and operation authorization [5]. The proposal of Self-Sovereign
Identity (SSI) further emphasizes the user's control over the
identity, requiring users to truly own their identities, not just let
the user participate in the authentication process.

The main contributions of this paper are as follows:

e In this paper, we summarize the advantages and
disadvantages of the models generated by the four stages
of the evolution of digital identity from centralization to
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decentralization, and analyze the existing challenges of
blockchain-based digital identity.

We combine the development history of the internet to
illustrate that decentralized identity is a very important
practice of Web 3.0.

We analyze the four-layer architecture of SSI layer by
layer and explain the technical implementation of each
component in detail. Then we analyze a variety of
decentralization and SSI implementation solutions, and
finally expound the current challenges in four aspects:

1998
ICANN

2005

Create IIW

Arbitration of domain name validity

1988
IANA
Determining IP address validity

2001
SUN Free Alliance

1999
Microsoft Passport

2005
Open ID
1995
CA provides proof of identity

Facebook (Meta),etc.
Cross-Platform Login

Fig. 1. The timeline of digital identity development.

II. STATUS AND CHALLENGES OF DIGITAL IDENTITY

A. The Evolution of Digital Identity

The development of digital identity has gone through the
stages of centralized identity, federated identity, user-centered
identity and SSI, and gradually develops from a centralized to a
decentralized model [6]. The hallmark of the era of centralized
identity is that we use usernames and passwords to log in to all
websites, and the account behind represents a real individual.
The cross-platform login of Facebook (Meta), Instagram,
Twitter, WeChat and Alipay is a sign of federated identity. User-
centric identities give users control over their identities. In the
SSI model, users can control not only their identity but also the
data associated with it. Figure 1 summarizes the evolution of
digital identity in time order.

1) Centralized Identity

In the early days of the internet, the government was the sole
initiator and certifier of digital identities. The Internet Assigned
Numbers Authority (IANA) was responsible for determining the
validity of IP addresses. Later, the Internet Corporation for
Assigned Names and Numbers (ICANN) is responsible for
arbitrating the validity of domain names [7]. However, as the
number of websites continues to grow, centralized identities
bring a lot of confusion and limitations, and users need to deal
with multiple identities on dozens or even hundreds of websites
with corresponding numbers. And these identities are controlled
by authorities rather than users, which makes them prone to
problems such as identity information leakage and high trust
costs.

2) Federated Identity
The Passport program [8] launched by Microsoft in 1999
first proposed the concept and solution of "federated identity",

Emphasize user-centric identity

2006
Open ID 2.0

501

Facebook Connect

users, regulation, right to forget, and landing promotion,
and the future development direction is prospected.

The sections of this paper are arranged as follows. Section 1
provides an overview of digital identity and blockchain-related
concepts. Section 2 introduces the development of digital
identity. We expound the main technologies based on
blockchain digital identity in section 3. Section 4 presents the
main techniques of the SSI model. Then we introduce the
challenges of the development of distributed digital identity in
section 5. Finally, section 6 summarizes the work of this paper.

2019
W3C develops DID and VC standards

2010 2013

OAuth

2014
Open ID Connect

2008

2012
First proposed the concept of 5SI

allowing users to gain access to multiple websites through a
single login. SUN organized the "Liberty Alliance" in 2001 to
provide consumers with a single sign-on function for different
websites. Some large social networking sites also gradually
support single sign-on, such as Twitter, Facebook, WeChat and
so on. Although the form of alliance helps to solve the problem
of identity fragmentation to a certain extent and allows users to
freely access multiple systems, each individual website is still a
center, and there is no mutual recognition between large systems.

3) User-centric ldentity

In 2001, the Identity Commons [9] began to integrate all
work on digital identity and focus on decentralization, which
also promoted the creation of the Internet Identity Working (IITW)
Group in 2005. ITW emphasizes user-centric identity, putting the
user front and center in the process of creating an online identity.
ITW supports a number of projects that create digital identities,
including OpenID (2005) [10], OpenID 2.0 (2006) [11], OpenID
Connect (2014), OAuth (2010) [12], and FIDO (2013). Users
store authenticators and certificates issued by different service
providers in their personal devices, so users can control their data.

In the wuser-centric identity model, users, through
authorization and permission, can decide the storage and use of
identities and the sharing of identities from one service to
another [13]. However, user-centric identity initiatives have not
been successful. Taking OpenID as an example, users can
theoretically register their own OpenID and use it independently,
but due to the high technical threshold, most users prefer to
register OpenID on a public and relatively reliable website to log
in to other websites. Therefore, the OpenlD registered by the
user is at risk of being deprived by the service provider at any
time, which also means that the user does not have full control
of his identity data.
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4) Self-Sovereign Identity

The concept of SSI was first referenced by Moxie
Marlinspike in February 2012. SSI is an advanced stage of user-
centric identity [14]. Both have in common that they start from
the point of view that users are in full control of their identity
data, but SSI goes further by decentralizing the collection,
storage and use of data in an ecosystem. Also, for personal
identity verification, other regular users are allowed to make
statements containing the identity information of others.

For identity to be truly self-sovereign, its infrastructure needs
to reside in an environment of decentralized trust, not owned or
controlled by any single organization. Blockchain technology is
a breakthrough to achieve this goal. The SSI based on
blockchain technology allows users to truly own and control
their own personal data and assets, forming a decentralized
network with the features of ensuring the authenticity and
validity of data. A comparison of the characteristics of the four
models resulting from the four stages of digital identity
development is rendered in table I [15].

TABLE 1. COMPARISON OF THE CHARACTERISTICS OF FOUR MODELS.
Model name Identifiers Credentials Key Optional Information Support Centralized
Generation of User | Ownership of User Recovery Disclosure Silo Pseudonyms Storage
Centralized Identity X X N, X X X N,
Federated Identity X X N X N X v
User-centric Identity X N X X X X X
Self-Sovereign Identity N N N J X N X

B. Web 3.0 and Decentralized Identity

Looking back at the development of the internet [16], the
first stage of the internet, Web 1.0, was from the 1980s to the
early 2000s, when internet services were built on open protocols
controlled by the internet community. The second phase, Web
2.0, is from the beginning of the 21st century to the present,
pushing the world from a simple static web page to an interactive
experience, user-generated content, and a market economy, with
Software as a Service (SaaS) built by for-profit technology
companies becoming a major part of the internet [17], such as
Facebook, Tencent, and other internet giant companies. Based
on the unfairness and data security issues of the existing network
business models mentioned above, more and more people
believe that the network needs to enter the next stage of Web 3.0,
and the emergence of encrypted networks makes this possible.

Web 3.0 is a term used to describe the internet-based
metaverse. In other words, its virtual world will exist online and
be accessible through your web browser. The core goal of Web
3.0 is to empower its users by allowing them to control their data,
protect their privacy and ultimately ensure their freedom
through an open, censorship-resistant web [18]. At present, there
are many projects chasing related opportunities in different
fields, and the open-source code of the encryption community
has allowed the related technologies and infrastructure to
develop rapidly in just two or three years. Decentralized identity
is a very important practice throughout the Web 3.0 landscape.

The metaverse digitizes the entire world, related to energy,
the environment, tangible or intangible assets, and only digital
identities are truly related to "people". Without a corresponding
digital identity, everything in the metaverse cannot be connected
to us [19]. The development of a digital identity system is
inevitable, and blockchain technology also provides a relatively
credible solution to some extent.

III.  BLOCKCHAIN-BASED DIGITAL IDENTITY

In the blockchain-enabled digital identity, with the help of
asymmetric encryption, the private key owner uses his public
key as the unique identifier of the identity, and then associates
the identity attributes through smart contracts [20]. At the same

time, because of the decentralized nature of the blockchain,
service providers do not need to maintain user identity storage,
and the method of disclosing or authorizing from the blockchain
is unified. In this case, users have complete control over their
data and can decide when and how to share this data with others.
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Fig. 2. Blockchain-based PKI system usage process.

A. Distributed Authentication

At present, the identity authentication system based on
Public Key Infrastructure (PKI) is the most popular method. The
core of the traditional PKI system is the digital certificate and
the certification authority (CA).

Aiming at the problems caused by the centralized issuance
of CA, such as central failure and network security, blockchain
technology can realize distributed digital certificate issuance, so
that the digital certificate issued by the centralized CA
certification center in the past can be realized by the distributed
ledger of blockchain [21]. One solution way is that the
accounting and maintenance of the blockchain can be done
jointly by all certificate holders in the system. The second way
is to form a blockchain between CAs, so that the CAs do not
have to trust each other, and the issuance and management of
digital certificates are completed in a consensus manner.
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As figure 2 shows, blockchain-based PKI can realize
certificate application, issuance, verification and management of
traditional PKI systems [22].

1) Certificate Application: The certificate user initiates a
certificate application request to the blockchain network, which
includes the user's digital certificate and the information
required to verify the certificate.

2) Certificate Issuance: First, the verification node in the
blockchain network collects the user's certificate application
request, and verifies the validity of the certificate according to
the information submitted by the user. Then, the verification
node uses the current legal certificate information and
certificate status not included in the block as records in the
blockchain, and uses the consensus mechanism in the
blockchain to generate a new block. Finally, the verifying node
publishes the new block to the blockchain network and
synchronizes it to other nodes.

3) Certificate Revocation: The user submits a certificate
revocation request, which includes the user's certificate and
information that can prove the user's identity. After the
verification certificate revocation request is passed, the
verification node will upload the legal certificate information
and certificate status that are not included in the block.

4) Certificate Update: The user needs to generate a digital
certificate with the same Distinguished Name (DN) item as the
original certificate. The verification node will verify the chain.
5) Certificate Usage: After receiving the certificate, the relying
party needs to initiate a certificate query request to the
blockchain network to check the validity of the certificate.
Finally, the node in the blockchain feeds back the query result
to the relying party, and the query result contains the latest
status information of the certificate to be checked.

Blockchain PKI
System

Fig. 3. Schematic diagram of multi-CA mutual trust scheme.

Suppose the verification node is limited to a specific CA. In
that case, that is, in the form of a consortium blockchain [23],
the CA will complete the verification of the user certificate
through consensus. The consensus certificates will be recorded
in the blockchain, and then these certificates will be considered
as trusted certificates by all CAs in the blockchain. The role
relationship of the multi-CA scheme is shown in figure 3.
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B. Cross-agency Security Identity Authorization

At present, digital identity data is scattered and difficult to
share, and traditional identity authorization methods are not
secure enough. Under the background that unified identity
cannot be quickly realized and mature, the distributed ledger of
blockchain can be used to make identity sharing and
authorization more secure [24]. The core idea is to identify and
recognize each other's login requests and authorize access to the
corresponding user data through the form of consortium
blockchain, forming a trusted and secure identity information
interoperability system.

4. Identity Authorization Request
User J-‘.

A

2. Login 7. Login
Request Success/Failure
\ 4
Service Identity
Provider | 3.Authentication | Provider
A
Request .
1. Upload Ident:
5. Authentication pload Identity
6.Return Result Authentication Information
¥ A
BlockChain

Fig. 4. Cross-institution blockchain identity authorization process.

The cross-agency security identity authorization is shown in
figure 4. The specific process is as follows:

1) The Identity Provider (IdP) with user data encrypts the user
information to generate a private key and a public key, where
the public key generates the digital signature of the IdP, uploads
the public key and digital signature to the chain, and the private
key is stored locally, such as a SIM card.

2) When a user logs in to Service Provider (SP) in the
blockchain, the SP will initiate a request to the IdP with the
user's identity information. After receiving the request, the IdP
sends an authorization application to the user and waits for the
user's consent.

3) After the SP obtains the user's authorization, it matches the
user's identity on the chain. After the matching is successful, it
means that the user's identity is recognized and can be logged
in.

In this way, the SP mainly relies on the credit of the IdP, and
can complete the authentication without obtaining user
information, which protects the user's privacy. The SP itself can
also be used as an IdP to provide user identity authorization for
other applications to form a distributed trusted identity network.

IV. SELF-SOVEREIGN IDENTITY

Blockchain provides a distributed trust environment and is a
necessary technology for realizing SSI. The SSI model differs
from the centralized and federated identity models in that it does
not require the IdP and SP to manage credentials and
authenticators on behalf of the user. The role of the IdP is limited
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to the identity issuer, that is, it only issues identities and does not
manage identities on behalf of users.

A. SSI Architecture

The core technology of SSI is distributed ledgers and
cryptography, which can be combined with distributed digital
identity identifiers and verifiable credentials to create non-
repudiation and tamper-resistant identity records [25]. Figure 5
shows the four-layer architecture of SSI.

Y o &ﬁ
Government E i
Layer
Institution Rule CAs
[ ]
Issue M
VC Application m w;
Layer .
Issuer Trusted Verifer
=
DID Interaction E D J
Layer
Digital Wallet Digital Wallet
DID Method DID Method
Distributed Ledger ot DID Method S
Layer DID Network DID Network DID Network

Fig. 5. The architecture of the SSI.

The first layer of the SSI architecture is the distributed ledger,
which is used as a registry of distributed digital identity
identifiers, so that no third party can have access to the identifier
as long as it ensures that the identity owner maintains control of
his or her private key. The characteristic of non-tamping of the
distributed ledger makes it suitable for both the publication and
maintenance of distributed digital identity data and for verifier
verification of credential authenticity. The second layer is the
combination of the PKI system based on distributed ledger and
digital wallet to realize end-to-end interaction between users and
perform activities such as certificate application, issuance,
update and revocation. As a personal repository, digital wallets
can realize user identity information and VC off-chain storage,
so that the control of the identity truly returns to the user's hands.
The third layer is the VC application layer, which implements
the VC interaction of the three entity roles of the issuer, holder
and verifier. In the SSI model, users are the central
administrators of their identities, and they have far more control
over their own data and information than anyone else owns,
knows about, or shares. The fourth layer is the governance layer,
where business and legal protocols need to be established to
build human trust in a distributed network. In current
implementations of digital identity solutions, the governance
model establishes principles, policies, terminology, standards,
and responsibilities that define who is a certificate authority and
where to find a list of trusted.

The two key technical concepts of SSI are two new standards
developed by the World Wide Web Consortium (W3C) in 2019,

namely Decentralized Identifier (DID) [26] and Verifiable
Claim (VC) [27], figure 6 shows a schematic diagram of the DID
standard. DID provides a way for everyone to generate their own
unique identifier to interact in the digital world. A VCis a digital
credential owned by an individual that contains information or
attributes about them such as name, date of birth, place of
residence, etc.

DID Standard

DID

‘ vC

’ Claim ‘

DID Document

URI to Uniquely Identify

* DID Subject The Credential

+ Authenticators

o Authentication Methods Cryptographic Proof of
« Service Endpoints The Issuer

« Cryptographic Proof of

Identity
Metadata

Fig. 6. DID standard composition.

The overall vision of the SSI storage approach is based on a
personal portable device, where the user uses a personal
repository to store and manage credentials, and it is up to the
user to decide what information they want to publicly disclose.
These repositories are usually digital wallets [28], which must
allow users to minimize or selectively disclose information to
other institutions, while preventing any third party from
inferring the identities of entities in the semantics of the real
world or other scenarios. In addition, digital wallets must
guarantee a key recovery mechanism in case the digital wallet is
lost or stolen. If a primary key is compromised, the secondary
key can be used to revoke it or retrieve control of the identity.
There are two types of key management systems available for
key recovery: centralized and decentralized. Centralized Key
Management Systems (CKMS) enable users to use a centralized
key repository to store backups of their private keys and
credentials so that they can be retrieved if the originals are lost
or stolen, such as cloud storage [29]. In addition to cloud storage,
offline backup is also an option, in which case digital wallets
must be able to provide users with a secure mechanism for
exporting keys to hardware. Decentralized Key Management
Systems (DKMS) rely on multiple entities, individuals or nodes
to store an individual's private key or private key seed. The
algorithm commonly utilized by this approach is the Shamir
secret sharing (SSS) [30] protocol.

2Issue VC 3 Present VC
Issuer Holder Verifier
1.Regist v E
2 Registration Identify DD DID : Ve 4 Verification
Document
v v v
Identifier Registry

Fig. 7. SSIrole relationship.
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In 2018, Alexander et al. [31] proposed the relationship
between different components of the VC application layer in a
typical SSI architecture. Figure 7 shows the relationship
between different participants in the SSI model. Issuer is an
entity that owns user data and can issue VCs. Unlike IdP, the
issuer does not manage certificates for users. Verifier is the SP
that needs to verify the user's identity. The holder is generally a
user or the user's identity agent, an entity that can request,
receive, and hold a VC from the Issuer. The holder puts the
issued VC in his personal repository for future use. The
Identifier Registry is mainly used to maintain the database of
DIDs, such as a certain blockchain and distributed ledgers.

B. Comparison of SSI project with Other Projects

In 2016, Christopher Allen [32] formulated 10 principles of
SSI, including control, transparency, portability, consent,
existence, access, minimalization, interoperation, persistence
and protection, which have become a reference standard in the
field. SSI models tend to focus on three elements [33]: user
consent, interoperability, and the data is completely controlled
by the user. Consent means that statements made by non-identity
holders must be agreed to by the user in order to be valid.
Interoperability means that digital identities should be as widely
usable as possible. Control means that users must fully control
their identities, relying on security algorithms to ensure the
continued validity and readability of identities and their related
claims.

Although SSI has been around for a short time, projects have
already been launched. Table Il compares the SSI project with
other representative distributed identity management projects,
which helps us better understand the technical nature of the SSI
model and its future direction. The comparative research objects
selected in this study are ShoCard, Weldentity, Microsoft DID,
Cambridge Blockchain, uPort, and Sovrin, which are
representative projects with a certain time span, differences in
program characteristics, and different scenarios.

ShoCard [34] is a blockchain-based decentralized identity
storage digital identity management project, and uses SSI as a
gateway to achieve its applications and functions. ShoCard
network implements three functions: identity verification,
exchange of proof of authorization audit, and exchange of proof
of personal certificates. As an early solution, ShoCard is lacking

in the scope of application and privacy protection. Its user digital
identity is created by the identity provider and can only be used
within the corresponding ecosystem.

Weldentity [35] is an entity identity identification and
trusted data exchange solution based on consortium blockchain
identity launched by WeBank in 2019. Relying on authorities to
provide Know Your Customer (KYC) services, and using the
consortium blockchain as a connection center for each user role
and a depository center for information, promote credible data
exchange.

In 2019, Microsoft released its DID implementation scheme
[36]. The scheme can be disassembled into three parts: Sidetree,
Identity Overlay Network (ION), and DID. ION is a Bitcoin-
based two-layer network that accesses the Bitcoin network
through the Sidetree protocol, which avoids the performance
problems of the Bitcoin network and can support even tens of
thousands of data throughput per second.

Cambridge Blockchain [37] is a company that makes digital
identity software that simplifies the storage, sharing, and
verification of personal data by using the most advanced
privacy-preserving technologies and secure systems, providing
an effective solution for businesses. The goal is to help financial
institutions meet the toughest new data privacy rules (such as
GDPR), eliminate redundant identity compliance checks, and
proactively cater to regulation while reducing costs.

uPort [38] is a distributed digital identity management
service based on Ethereum, which allows users to perform
authentication, no password login, digital signature and interact
with other applications on Ethereum. However, since the uPort
identity relies on the Ethereum blockchain and does not provide
the certificate service in the traditional management system, it is
necessary to cooperate with various Issuers to help users obtain
more VCs [39], which is a huge problem for the uPort project.

Sovrin [40] is a public chain project dedicated to realizing
SSI, which can provide blockchain-based digital identity. The
goal of the network is that anyone can issue a certificate
containing a digital signature that others can verify [41]. The
Sovrin project has made a lot of progress in the field of identity
authentication, but in terms of the accuracy, coverage and
ecological construction of on-chain information [42], Sovrin
still has many technical problems to solve.

TABLE IL COMPARISON OF SSI WITH OTHER DISTRIBUTED IDENTITY SCHEMES.
Project DLT Storage DID Method Interoperability DSizlce;(c)tsll\l/:e Auth
ShoCard [34] Blockchain Off- 1 W3C compliant Yes No Yes
Chain
Weldentity [35] FISCO-BCOS Oé‘l:gif' W3C compliant No No No
Multi-chain ledger .
Microsoft DID [36] based on Azure - DID: jon-test No - Yes
. DID: test
cloud service
Cambridge Privacy Off-
Blockchain [37] blockchain Chain Unknown No No Unknown

uPort [38,39] Ethereum Cohgfi_n W3C compliant Yes Yes No
Sovrin [40,41,42] Sorvin Ledger Ocnt/lgflf_ W3C compliant Yes Yes Yes

505

Authorized licensed use limited to: Harbin Institute of Technology. Downloaded on February 29,2024 at 05:34:15 UTC from IEEE Xplore. Restrictions apply.




V.  DISCUSSION AND FUTURE DIRECTIONS

Although the SSI model solves the problem of user control,
in the era of further intensified data interconnection in the future,
it is conducive to improving the authenticity of data, protecting
the privacy of user data, and can effectively reduce the negative
impact of external factors [43], For example, network
disconnection, network partition, etc.

A. Challenge

Some of the challenges in building a viable and effective SSI
architecture are explained below.

1) User Experience: High threshold for private key
management and use of identifiers

The aforementioned DID sacrifices human-readable
properties in order to ensure distribution and security, and the
text of the identifier is usually complicated and difficult to
remember. At the same time, if the user uses multiple DIDs in
order to further improve privacy and security, then each identity
information (such as ID card, phone, driver's license, etc.)
corresponds to a DID. So that it will be doubly difficult to
manage DIDs and less acceptable to users.

In the same way as the private key, it is also a long string that
is difficult to remember, and the private key is kept by the user.
If the user wants to completely control his own data, the private
key is theoretically known only to the user. Once the private key
is lost, the corresponding data will be lost. Higher barriers to use
can lead to lower acceptance of this approach.

2) Regulation

In order to safeguard the protection of people's data and
information, regulations on data privacy and protection are also
required, as well as regulations on electronic signatures,
transactions, certificates, timestamps, etc. The promotion of SSI
depends on the recognition of the legal value of elements such
as blockchain network, DID, VC and digital wallet [44]. But at
present, there are many countries that do not have regulations on
electronic signatures and transactions, and even some countries
do not have regulations on data protection and privacy.

On the other hand, although SSI has made a significant
breakthrough in protecting users' personal privacy [45], it also
raises the difficulty for regulation. More and more criminal
organizations are using encrypted information to complete
illegal transactions, and since blockchain only guarantees that
data information cannot be tampered after it is uploaded, but it
cannot guarantee the authenticity and timeliness of information
before it is uploaded. The SSI model cannot meet the
requirements of regulators when they ask blockchain to provide
encrypted information or tamper with related non-compliant
transaction records.

3) Right to be Forgotten

The right to forget has been challenging to implement in
previous digital identity management systems, as it means
having to know exactly where the data is, and also be able to
identify yourself to those who own it so they can ask them to
delete it, and there is no personal data in an immutable and
decentralized registry. SSI achieves the first two goals more
easily than other digital identity models, but the third goal is
relatively difficult to achieve [46]. Additionally, digital wallets

should provide easy ways to track where and for what purpose a
person's identifiers are used, allowing requests for deletion.

4) Commercial Landing Promotion: the realistic conflict
between user data privacy and enterprise data realization

In distributed digital identities including SSI models, due to
the tendency to protect user data privacy, information disclosure
is minimized [47], and only authentication results are shared.
However, at present, a large number of internet companies
implement business models based on user big data analysis, such
as advertising business, financial business, e-commerce
business, etc. These businesses need to be carried out based on
the user's identity information. There are real conflicts in
conservation that are difficult to reconcile. Companies with data
as their core business model have no incentive to participate in
such a decentralized digital identity system, so many current SSI
applications have not been very successful. For the promotion
of SSI, on the one hand, it is necessary to rely on the privacy
awareness of users themselves, and on the other hand, the
government needs to provide policy support or launch official
standards for such digital identities to protect user privacy, so as
to promote enterprises to change their business models.

B. Future Directions

With the integration of new standards and protocols, further
development of complete SSI solutions, both public and private,
in the three areas of regulation, technology, and trust
frameworks can be achieved. The development of decentralized
identity models will also evolve as laws, regulations and social
systems evolve. In the next decade, with the continuous
improvement of legal infrastructure, SSI may emerge in line
with its own development of standardization, legal norms and
other related supporting facilities to play its best role. The world
will unify the standard of DID, and DID in the benefits and
fairness to find a balance point. The regulator to verify the
person or storage institutions to access the DID system,
strengthen supervision at the same time to ensure the privacy of
users, to achieve data truly in the hands of the user.

VI. CONCLUSION

This paper focuses on the field of SSI models, an emerging
concept where users have absolute control over personal data
information, which makes it more desirable than the current way
data is stored in the metaverse. SSI has the potential to solve data
security and privacy concerns because it does not require storing
personal information in a central database, but instead gives
individuals control over the information they store and share.
This level of proven and decentralized trust is essential to bring
data elements together for a unified and open metaverse.

The SSI model has the characteristics of supporting
interoperability between different solutions, data portability,
pseudonymization, traceability, scalability, etc., and introduces
innovative solutions for managing personal digital identities. It
is important to note that when developing a complete SSI
solution, attention must be paid to international standards and
protocols to ensure scalability and interoperability. The
implementation of the SSI model is still in the early stages, but
the pace of development is very fast, and the number of solutions
around the SSI model is growing rapidly, which is very exciting.
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